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Viruses, Phishing, and Scams:
Oh My!



Types of Threats
• Malware

– Virus, Worm

– RootKit

– Adware

– Trojans

– Bots

– Ransomware

– SpyWare

• Scams
– Phishing

– Money (Zelle, Romance, etc.)



Malware
• Most viruses infect by you visiting a “bad” 

website, clicking a link in an email, or 
downloading an attachment in an email.

• Scammers can also get you to download viruses 
by using one of the “tech support scams”



Malware “Whys”
• Using your computer resources

– Network for BotNet attacks, phishing your friends (by 
using your contact list)

– Compute resource to mine Crypto

• Bombard you with ads
• Get bank account info (keyloggers)
• Convince you to call a phone number



Protecting against 
Malware

• Bitdefender is a highly rated antivirus for Mac or 
PC

• Windows Security (aka Defender) is pretty good 
for Windows

• Malwarebytes is great for what the antivirus miss 
– it will stop you from visiting a bad website, and 
is a great complement to the antivirus software

• Use a password manager



Guiding Principles of Malware Protection

• Use real-time Antivirus and anti-
Malware software.

• Never click on a link where you're not 
sure of the source.

• Emails can be spoofed.  Be wary even 
of email from friends if they have links 
in them.  

• Keep your important documents 
backed up somewhere so that if you 
ever get ransomware, you don’t care. 
Keep the backup OFFLINE unless 
you’re actively backing up.

• If your computer acts weird, close your 
browser (Chrome, Firefox, Edge, etc) 
and reboot your computer.  



Scammers 
goals:
• Gain your trust
• Have their own verification procedures
• Prey on your emotions
• Create a sense of urgency



It’s a Scam if:

• They contacted you 
• There’s urgency involved
• They ask for personal information
• If you’re asking, “is this a scam?”
• They tell you to keep something secret from others
• You’re supposed to purchase gift cards or wire money
• It sounds too good to be true
• It involves “returning” money









Fake CAPTCHA

• CAPTCHAs are everywhere.
• If they ask you to type 

commands – DO NOT DO IT. 
The CAPTCHA is a scam

• See youtube video: 
https://www.youtube.com/watch?
v=PPJQgzF772E&list=WL&index=2







You’ve got money!

• No, you really don’t!
• If you get money from a 

service like Zelle you weren’t 
expecting, don’t touch it, and 
don’t visit links in the notice.

• Someone might contact you to 
“return” the payment they sent 
you “by mistake” – don’t do it. 
The money they sent you isn’t 
real, and will disappear, but 
the money you sent them is 
real. Tell them to contact their 
bank to pull it back.



Some other scans
• Artificial Intellegence (AI)

● AI voices, pictures, videos can mimick anybody
● They can write really good phishing emails and texts

• QR codes 
● “pay at the table” – make sure the QR code is secure, 

like under glass or something. 
• “Romance” scams

● You’re not “dating” Robert Redford or Nicole Kidman
● Asking for money

• “Accidental” text messages
● Don’t respond – often first step in romance or 

employment scam
• Cryptocurreny/Investing scams

● Getting you to “invest” in a project or cryptocurrence, 
then disappear  



Some other scans
• Online shopping scams

● Know the sites you’re shopping on – assume new 
unknown sites might rip you off

• Refund phishing
● Use your credit card to buy from a “fake” merchant.
● You call that “fake” merchant and are tricked into giving 

personal information   





Some Useful Anti-Scam tips

• Shred documents with account 
information.

• Don’t post on public social media when 
you’re away from home

• Never be rushed into a decision
• Gift cards are NEVER the answer to a 

problem.  Neither is Zelle, Venmo, or 
Cash App.

• Freeze your credit
• Never “return” money sent to you “by 

mistake”



Summary – what to do

• Assume it’s a scam
• Hang up

– Even better, don’t answer numbers you don’t know

• Close the window, popup, or application
• Do not give personal information
• Do not give remote access
• Never use gift cards, cryptocurrency, Zelle, Venmo (or 

similar) or wire transfers to solve issues – this should be 
an immediate red flag

• Double-check information in an independent manner.
• NEVER be in a hurry to respond



Freeze your Credit
• https://www.nerdwallet.com/article/finance/how-to-freeze-credit
• You can call or do this online
• Make sure you save the code they give you to unfreeze your credit

https://www.nerdwallet.com/article/finance/how-to-freeze-credit


Test – look at some real emails



                The Basic PartsThanks for attending

If you have any questions, or would like to see 
some specific apps or app types demonstrated, 
please email 

help@sscomputerclub.org

www.sscomputerclub.org
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